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Abstract: This paper evaluates the technical feasibility of Distributed Ledger Technology
(DLT) within the healthcare ecosystem, with a focus on the use of Corda DLT to enhance
governance and performance in a decentralized ecosystem, ensuring data integrity, security,
and trustworthiness. Key attributes examined include the guarantee of data integrity,
ensuring that transmitted data remain unaltered; authenticity through the implementation
of digital signatures and certificates; confidentiality achieved via secure peer-to-peer com-
munication accessible only to authorized parties; and traceability and auditing mechanisms
that enable tracking of information changes and accountability. To validate these features,
a Corda Distributed Application (CorDapp) was developed to manage the core logic of the
healthcare ecosystem. The CorDapp was deployed across nodes and executed within the
Corda network. Its performance was assessed using metrics such as throughput, latency,
CPU usage, and memory consumption in both local and cloud network environments.
Results demonstrate the feasibility of using Corda DLT technology in healthcare, effectively
ﬁf;)e(f:tf:sr addressing critical requirements such as integrity, authenticity, confidentiality, traceabil-
ity, and auditing while maintaining satisfactory performance across diverse deployment
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trust and transparency in untrusted environments and promote a sense of community,
as highlighted in a study on blockchain’s role in social good [5]. Since its introduction,
blockchain technology has experienced rapid innovation and adoption, leading to diverse
networks such as public, private, and consortium blockchains, each suited for specific use
cases [6,7].

Notably, the immutability and security features of blockchain make it particularly
suitable for applications in interconnected systems like the Internet of Things (IoT). Recent
advancements, such as multi-layer blockchain architectures, have demonstrated their
utility in secure IoT data management [8]. These developments underscore blockchain’s
adaptability and its potential to address contemporary challenges in various domains.

Blockchain and Distributed Ledger Technology (DLT) are terms frequently used inter-
changeably, but it is important to clarify the distinction between them in this context. While
blockchain is often considered a specific type of DLT, it can also refer to a collection of
chained blocks that might not necessarily fall under the broader DLT category—especially
in the case of private blockchains [9]. In contrast, DLT is a more general term that en-
compasses any technology enabling a decentralized and distributed ledger, including
blockchain but also other technologies like directed acyclic graphs (DAGs) and distributed
hash tables (DHTSs) [10].

However, for the purposes of this paper, the focus is not on the precise technical classi-
fication of these systems but on their shared capabilities. Both blockchain and other forms
of DLT serve the broader goal of providing decentralized, secure, and transparent systems
for managing data, for example in the healthcare sector. The distinction between blockchain
and DLT is not critical to the paper’s main argument, which emphasizes the technology’s
capacity to enhance governance, security, and data integrity in a decentralized system.

Corda is an open-source DLT platform designed specifically for financial services. It
was developed by the Corda Consortium, a group of leading financial institutions and
technology companies, to create a more efficient and secure way of managing financial
transactions and automating complex business processes [11]. Corda is built on the prin-
ciples of privacy, security, and interoperability. It uses a DLT architecture to enable the
secure and transparent exchange of data and assets between participants or nodes on the
network. Corda uses smart contracts to automate complex business processes and to ensure
that transactions are executed consistently and predictably. Further, Corda is designed
to be highly scalable and can handle a high volume of transactions without sacrificing
performance or reliability [12]. Although the theoretical foundation of Corda DLT has
advanced significantly, research on its feasibility within the healthcare ecosystem remains
limited [13].

Existing studies point out certain limitations [14-16], such as challenges in ensuring
information confidentiality and the overall maturity of blockchain systems tailored to
healthcare. While many blockchain technologies prioritize data immutability and trans-
parency, healthcare systems require more sophisticated mechanisms to address regula-
tory and ethical obligations [17]. For instance, laws such as the General Data Protection
Regulation (GDPR) in the European Union [18], the Health Insurance Portability and
Accountability Act (HIPAA) in the United States [19], and Brazil’s Lei Geral de Protegdo
de Dados (LGPD) [20] impose stringent requirements for data confidentiality, controlled
access, and the right to erase personal information. To address these demands, Corda offers
a permissioned blockchain architecture that restricts access to transaction data, enabling
compliance with such regulations. Unlike public blockchains like Ethereum [21] or permis-
sioned alternatives such as Hyperledger Fabric [22], Corda incorporates unique features
like notary services and point-to-point data sharing, enhancing both privacy and scalability.
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Corda’s design makes it particularly suitable for managing sensitive healthcare infor-
mation. Compared to Hyperledger Fabric [23], which relies heavily on channels to ensure
confidentiality, Corda avoids the scalability issues that arise in complex ecosystems by
limiting data propagation strictly to relevant parties. Additionally, Corda’s flexibility in cre-
ating custom smart contracts and its compatibility with existing healthcare systems provide
a distinct advantage in adapting to diverse regulatory frameworks across different regions.
This adaptability ensures Corda can meet the specific legal and operational requirements
of the healthcare sector more effectively than other blockchain solutions.

Thus, this article addresses this gap by conducting a comprehensive study, evaluation,
and analysis of Corda’s technological feasibility for implementation in the healthcare
sector. Moreover, this work addresses aspects related to the architectural structure of
an application based on Corda DLT, as well as a programming paradigm. As a result,
a Corda distributed application (CorDapp (CorDapps are applications that run on the Corda
platform. CorDapps are built using the Corda programming languages (Java and Kotlin)
and can be used to manage and transfer assets, automate complex business processes,
and interact with other Corda nodes. Further, CorDapps are used to implement the logic
and business logic of the Corda network and can be customized to meet the specific needs
of different service applications and use cases.)) is developed for the healthcare area where
aspects such as integrity, authenticity, confidentiality, traceability, and auditability through
obtaining performance metrics are evaluated and analyzed. This CorDapp is designed to
facilitate the secure exchange of sensitive medical information among key stakeholders,
including doctors, patients, caregivers, and family members. By improving communication,
it aims to reduce misunderstandings and ensure that all parties are accurately informed.
The application creates formal records of procedures, events, and occurrences, thereby
enhancing treatment adherence and continuity of care. It also centralizes the storage of
medical data, generating comprehensive reports in one location, which can lead to more
accurate diagnoses and better overall patient care. This is particularly beneficial when
multiple specialties are involved, allowing doctors to spend more time directly interacting
with patients. By integrating all components of the healthcare ecosystem, the Corda
application streamlines the management of the medical care cycle, reducing the time
required for care, diagnosis, and treatment.

Contributions

This work contributes to the integration of Distributed Ledger Technology (DLT)
within the healthcare ecosystem in the following ways:

* Development of a healthcare-specific CorDapp: A Corda Distributed Applica-
tion (CorDapp) was designed and developed specifically for managing healthcare
information. This CorDapp addresses the specific needs and challenges of the health-
care sector.

e  Comprehensive evaluation of CorDapp attributes: the effectiveness of the CorDapp
in ensuring data integrity, authenticity, confidentiality, traceability, and auditability
was analyzed.

e  Performance evaluation: a detailed performance evaluation of the CorDapp was
conducted, evaluating metrics such throughput, latency, CPU usage, and memory
consumption in both local and cloud network environments.

* Enhanced communication and data handling: the CorDapp facilitates secure ex-
changes of sensitive medical information among stakeholders, which improves com-
munication and mitigates misunderstandings within the healthcare ecosystem.
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¢ Improved patient care: by centralizing and consolidating medical data storage and
generating comprehensive reports, the CorDapp contributes to better treatment adher-
ence, continuity of care, and diagnostic precision.

*  Architectural and programming insights: insights into the architectural design and
programming paradigm of the CorDapp offer valuable information for similar appli-
cations in different sectors.

The remainder of this work is organized as follows: in Section 2, a state-of-the-art
review of blockchain applications in healthcare is presented. Next, Section 3 covers the
fundamental concepts of Corda. Section 4 details the structure and development of the
CorDapp within the healthcare ecosystem. Section 5 describes the testing methodology,
while Section 6 analyzes the performance test results of the Corda network. Finally, Section 7
concludes the paper.

2. Literature Review

This section provides a comprehensive review of the existing literature, highlighting
key developments and research trends relevant to this work.

Initiatives for transmitting and storing medical information are varied and have been
extensively studied. One common approach is the centralization of medical data within
non-distributed systems, where security must be concentrated at a single point to manage
and protect all medical information transmitted across the network [24,25]. There are both
public and private initiatives that seek to achieve this objective [26]. However, the user or
patient has no guarantees regarding the security of their medical information, and in most
cases, it is difficult to prove its origin [27].

Some initiatives have sought to use DLT [28-30] and blockchain [31-34] technologies to
carry out communication between health companies and the government. Other initiatives
already have greater maturity on the subject. Thus, in 2019, Deloitte published a framework
for the use of blockchain (see [35]), which can be used in the health market to solve problems
related to the per capita cost of medical care, improve the health of the population, and offer
a better experience for the patient [36,37]. However, within the blockchain ecosystem, these
models are increasingly considered outdated and face significant challenges concerning
information confidentiality [38]. Additionally, many of these initiatives are still in the early
stages of experimentation, highlighting the need for a more thorough assessment of their
maturity and effectiveness.

On the other hand, the development of integration protocols for medical systems has
progressed, with HL7 [39] emerging as the most commercially valuable medical protocol
today. HL7 defines standards and domains for use in healthcare communication, providing
a robust solution for interoperability challenges. However, despite its effectiveness in
addressing these issues, HL7 alone does not fully ensure the confidentiality of the medical
data being transmitted.

Finally, blockchain and DLT have the potential to revolutionize the healthcare industry
by improving the security, efficiency, and transparency of healthcare-related processes.
As follows, some initiatives to use these technologies are described that could be used in
the healthcare industry:

1.  Medical records” management: Blockchain and DLT can be used to securely store
and manage electronic medical records (EMRs). The decentralized nature and cryp-
tographic security of these technologies make them well suited for storing sensitive
medical data.

2. Clinical trial management: blockchain and DLT can be used to track and verify the
progress of clinical trials, ensuring that data are accurately recorded and that the trials
are conducted ethically.
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3. Supply chain management: blockchain and DLT can be used to track the movement
of pharmaceuticals and other medical supplies through the supply chain, ensuring
that they are not tampered with and that they are delivered to the intended recipient.

4. Medical research: blockchain and DLT can be used to securely store and share
data from medical research, enabling researchers to collaborate more effectively and
accelerate the pace of discovery.

5. Telemedicine: blockchain and DLT can be used to securely store and access med-
ical data for telemedicine consultations, enabling healthcare providers to deliver
care remotely.

Despite the progress in utilizing blockchain and DLT technologies in healthcare,
significant gaps remain in the existing literature. Current models and protocols, while
addressing interoperability and some security concerns, often fail to fully ensure the
confidentiality of medical data. Additionally, many initiatives are still in their experimental
stages, with limited evaluation of their technological maturity and real-world applicability.
This is where our work contributes by not only evaluating the technological feasibility of
Corda DLT within the healthcare sector but also by addressing specific architectural and
programming aspects through the development of a CorDapp.

3. Corda Basic Concepts

This section explores the fundamental components of Corda, including its network
architecture, states, transactions, smart contracts, flows, and notaries.

As a private distributed ledger technology (DLT), Corda incorporates a workflow
messaging network, facilitating the creation of decentralized applications referred to as
CorDapps [40]. These CorDapps are developed for specific purposes to incorporate the
functionalities into the DLT system. In general, blockchain is just one type of DLT.

Corda’s main goal was to help regulated financial institutions with interoperability
processes [40]. Corda also provides dependable scalability, state consistency, transaction
privacy, and workflow adaptability, making it suitable for various business applications,
including trade finance, supply chain management, healthcare, capital markets, insurance,
telecommunications, and governance [41]. Corda’s architecture follows a “need-to-know”
principle. For instance, if node A and node B execute a transaction, node C remains
unaware. The Corda notary validates the transaction, and if approved, an immutable record
is created in the separate databases of nodes A and B, reflecting Corda’s decentralized
database structure [40], so in this way, the immutable record of the transaction carried out
is accessible only to the nodes involved, that is, nodes A and B.

3.1. State

In Corda, a state represents a unit of shared information on the ledger. A state
consists of data and a set of rules governing the data, which are known as a smart contract.
In general, states are used to track the ownership and transfer of assets on the Corda ledger.
For instance, if we want to track the ownership of a financial asset, we can create a state
that represents the asset and the current owner. When the ownership of the asset changes,
we can create a new state that reflects the new ownership.

Transactions in Corda create and update states. When a transaction is proposed,
the nodes on the network verify that it is valid and, if it is, update the ledger to reflect the
changes specified in the transaction.

States are stored in a node’s vault, which is a database of states that the node is aware
of. The vault is used to track the history of states and to enable the node to access the
current state of an asset. Further, states are identified by a unique identifier called a linear
identifier, which is assigned by the smart contract when the state is created. The linear
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identifier is used to track the history of a state and to ensure that a state is not created or
updated multiple times.

States can be shared with other nodes on the network by including them as inputs
or outputs in a transaction. When a state is included as an input in a transaction, it is
consumed and can no longer be used in future transactions. On the other hand, when a
state is included as an output in a transaction, it is created and becomes available for use in
future transactions.

3.2. Transaction

A transaction is a unit of work that updates the ledger. It consists of one or more
inputs (states that are being consumed or modified by the transaction), outputs (new states
that are being created by the transaction), and commands (specifying the actions that are
being taken by the transaction, such as issuing a new asset or transferring an existing asset).

Transactions are proposed by nodes on the Corda network and are verified by the
other nodes on the network before they are committed to the ledger. When a transaction
is proposed, the nodes on the network verify that the transaction is valid, which includes
checking that the input states are valid and have not been modified and that the output
states are valid and comply with the rules specified in the smart contract. Thus, if the
transaction is valid, the nodes on the network update the ledger to reflect the changes
specified in the transaction, otherwise, if the transaction is not valid, it is rejected, and the
ledger is not updated.

Transactions in Corda are signed by the parties involved to ensure their authenticity
and prevent tampering. The signatures verify the parties” identities and ensure that the
transaction has not been modified. Further, transactions in Corda are recorded on the
ledger in an append-only manner, which means that once a transaction is committed to
the ledger, it cannot be modified or deleted. This ensures the integrity and immutability of
the ledger.

3.3. Smart Contract

In Corda, a smart contract is a set of rules that governs the data in a state. A smart
contract defines the conditions that must be satisfied for a state to be valid and the actions
that can be taken with the state. For example, consider a smart contract that governs the
ownership and transfer of a financial asset. The smart contract might define a rule that the
asset can only be transferred to a new owner if the current owner has signed the transaction.
Thus, the smart contract would implement this rule by checking that the signature of the
current owner is present in the transaction.

Further, smart contracts are used to enforce the rules of the ledger and ensure the
integrity of the data on the ledger. When a transaction is proposed, the nodes on the
network verify that it is valid and complies with the rules specified in the smart contract.
If the transaction is not valid, it is rejected, and the ledger is not updated.

3.4. Flow

A flow is a piece of code that represents a business process or communication between
two or more nodes on the network. Flows coordinate the execution of a task or a series
of tasks on the Corda ledger. For instance, imagine a flow that coordinates the transfer of
a financial asset between two nodes. This flow could involve steps such as verifying the
validity of the asset, requesting the current owner’s signature, creating a transaction to
transfer the asset, and sending the transaction to the new owner for validation.

Further, flows are used to automate the execution of business processes and to coordi-
nate the communication between nodes on the network. They are an important mechanism
for automating the execution of tasks on the Corda ledger and for enabling the nodes
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on the network to collaborate and achieve a common goal. Finally, flows are executed
asynchronously and can be invoked by other flows or by external clients.

3.5. Node

A node, also referred to as a party in Corda, is an entity on the network that maintains
a vault, which is essentially a database where states or data are stored. When a transaction
is created, it is not immediately shared with all nodes on the network. Instead, it is
first validated and signed by the relevant parties involved in the transaction. After this
validation, the transaction is shared with other nodes only if they are participants in that
transaction. This is a key distinction from traditional blockchain networks, where all
transactions are broadcast to every node in the network.

This p2p model of data sharing distinguishes Corda from traditional blockchains.
In Corda, transactions are not immediately broadcast across the entire network; instead,
they are shared only with the nodes that have a direct stake or involvement in the transac-
tion. Each node maintains a vault, which stores the states relevant to the transactions in
which it is involved. This selective sharing of transaction data, combined with the vault’s
role in securely storing and managing state data, ensures greater privacy, scalability, and ef-
ficiency. These features are crucial for use cases like finance, healthcare, and enterprise
applications. The ledger in Corda is distributed across nodes, but each node only stores
and shares data that are directly relevant to its participants, preserving confidentiality and
improving performance.

3.6. Notary

In Corda, a notary is a node on the network that provides a trusted service to ensure
the uniqueness of states on the ledger. The notary is responsible for preventing double-
spending of assets and ensuring the ledger’s integrity. Thus, when a transaction is proposed,
the notary checks the inputs of the transaction to ensure that they are unique and have not
been used in a previous transaction. If the inputs are unique, the notary signs the transaction
to confirm their uniqueness, allowing the transaction to be committed to the ledger.

Moreover, the notary acts as a gatekeeper for the ledger, ensuring that only valid and
unique transactions are committed to it. This helps prevent fraud and maintain the integrity
and consistency of the data on the ledger.

A critical aspect of Corda’s notary system is that it ensures that states are unique
and not double-spent across transactions. Unlike public blockchains, where the entire
ledger is accessible to all nodes, Corda follows a more privacy-preserving approach. In this
model, transaction facts (or states) are shared only among the nodes directly involved in
the transaction. This selective data sharing ensures confidentiality, while the notary still
performs its role of validating and securing the ledger’s integrity.

4. Design and Development of CorDapp in the Health Ecosystem

This section explores how Corda DLT technology can address the challenges of manag-
ing and transferring medical records, proposing a common platform for secure and efficient
data sharing across healthcare entities.

In the healthcare ecosystem, medical record systems vary widely, encompassing both
paper-based and electronic formats, each with its own standards for data representation and
sharing [25]. However, this vast amount of critical medical information is often scattered
across multiple entities, including hospitals, clinics, doctors’ offices, laboratories, pharma-
cies, and patients themselves. Unfortunately, this information is frequently inaccessible
when it is most needed, leading to significant costs and, in some cases, even loss of life.
Consequently, the portability and interoperability of medical data present major challenges,
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as data transfers between different entities or stakeholders often fail. Additionally, medical
data are frequently lost by both patients and healthcare providers.

It is often necessary to transfer the medical data of a patient from one hospital or clinic
to another for better care, so the question arises as to how medical data can be transmitted
safely, with the patient’s permission, without having to regenerate them and without the
risk of losing information? To answer this question, the use of Corda DLT technology
in the healthcare ecosystem is proposed in this work since Corda is a private DLT that
allows transactions only between the participating nodes, which guarantees the privacy of
the information.

In this way, the present proposal is to create a common platform based on Corda
DLT where hospitals, clinics, offices, laboratories, pharmacies, and research institutes can
upload and share patient data, always with their authorization. Thus, in this proof-of-
concept proposal for the use of Corda, a network composed of the following participants
is considered:
¢ Hospital A;

*  Hospital B;
¢  Hospital C.

Each participant has their own Corda node hosted in their environment, be it local or
in the cloud. These nodes are integrated into the Corda network, which allows the transfer
of medical data between the participating nodes; in this way, relevant information can be
shared between the nodes quickly without loss of information and duplication. In addition,
by inherence, the Corda network provides identity and service verification to ensure that
participating nodes can operate on the network in complete safety [40]. Figure 1 shows the
proposed Corda network with the participating nodes.

Hospital B Node

U

Hospital A Node

Patient Web Application

.

Hospital C Node
Figure 1. Proposed Corda network architecture.

During the development of CorDapps to be executed on each node within the Corda
network, the design of the flows is the initial step. To illustrate this process, consider the
following example, which demonstrates how a patient’s flow can be established to enable
communication between two or more nodes within the Corda network:

1.  Patient A records their medical history at Hospital A.

2. Hospital A registers Patient A’s information on the distributed ledger through its node.

3. Each time Patient A has an appointment with a doctor at Hospital A, the medical data
are updated on the ledger.

4. If a doctor at Hospital A identifies a serious issue and recommends that Patient A
undergo tests at the laboratory of Hospital B and later consult a specialist at Hospital C,
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Hospital A, Hospital B’s Laboratory, and Hospital C now have shared information,
allowing them to access and update Patient A’s medical history on the ledger.

5. Patient A can be directly transferred to Hospital C, where they can receive immedi-
ate care since all of their medical records are accessible through the decentralized
ledger network.

Once the flow of a given patient has been defined in the Corda network, the state
MedicalRecordsState is generated, which represents the medical history of a patient
and is shared among the participating nodes of the network. The variables used in the
MedicalRecordsState are the following;:

*  patientEMR represents the unique identifier of the patient within the node.

*  patientName represents the name of the patient.

*  patientMother represents the name of the patient’s mother.

* patientIdentifier represents the patient’s identity document.

* patientData represents the patient’s medical data, for example, information about
a disease.

* receiverHospital It is the participating node of the network that will receive the
patient’s information.

* requestHospital It is the participating node of the network that requests patient
information.

Once the MedicalRecordsState state has been defined, the CorDapp includes the
flows defined in the following subsections.

4.1. Medical Record Creation Flow

The medical record is created by the flow named FillMedicalRecords, which, when
executed by the receiverHospital, creates new states of type MedicalRecordsState for
each new patient with the variables defined previously. Thus, each node is able to save the
medical history in its respective database and share it with another node through a request.

4.2. Medical Record Sharing Flow

It is represented by the flow RequestPatientRecords, and it is always executed
by the requestHospital node, which requests the medical history of a given pa-
tient. Once the RequestPatientRecords is executed, there is a response flow named
ResponderPatientRecords, within which the following two scenarios are possible:

1. A successful response results in the patient’s medical history being shared with
therequestHospital node. Consequently, both receiverHospital and
requestHospital have the same version of the MedicalRecordsState, stored in their
respective databases.

2. An unsuccessful response where an exception is thrown indicating the prohibition of
sharing the state MedicalRecordsState of the patient.

For nodes participating in a transaction to save a patient’s medical record, represented
by the MedicalRecordsState, in their databases during the execution of flows, certain busi-
ness rules must be met. These rules are essential to validate whether the consumption and
sharing of the MedicalRecordsState are appropriate and make sense within the context of
the transaction. As previously mentioned, in Corda, smart contracts govern the consump-
tion or transition of states and represent sharing validation rules that must be executed by
participating nodes [41]. In this way, the smart contract named MedicalRecordsContract,
which governs the transition of the state MedicalRecordsState inside a flow, was de-
veloped. Note that the execution of the rules of the MedicalRecordsContract must be
deterministic so that the participating nodes can reach the same conclusion.
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The smart contract MedicalRecordsContract is composed of the definition of two
commands that represent the intention of creating the MedicalRecordsState given by
FillMedicalRecords and the sharing of MedicalRecordsState among the nodes when the
RequestMedicalRecords flow is executed. Thus, these two commands are described below.

4.3. Create Command

Represented by Commands.Create and linked to the FillMedicalRecords flow, this
process validates the creation of the MedicalRecordsState for the first time. As a result,
a completely new MedicalRecordsState is generated for each patient who records their
medical history for the first time. This process is illustrated in Figure 2.

MedicalRecordsState.java

patientEMR

Commands.Create patientName
patientMother

patientldentificator

receiverHospital

patientData

Figure 2. Create command.

4.4. Requisition Command

Represented by Commands .Request and associated both to flows.
RequestPatientRecords and ResponderPatientRecords, this command allows one to
validate whether both receiverHospital and requestHospital agree to share the state
named as MedicalRecordsState for which both nodes must sign the transaction through
their respective public keys. Once this validation is complete, the Medical Records State
can be shared and stored in the database of the receiverHospital and requestHospital
nodes, respectively. A diagram of this command is shown in Figure 3.

Consumed State Unconsumed State
MedicalRecordsState.java MedicalRecordsState.java
patientEMR patientEMR
patientName patientName
Commands.Request
patientMother patientMother
patientldentificator patientldentificator
patientData patientData
receiverHospital requestHospital

Figure 3. Requisition command.

4.5. Design and Technical Implementation

This section outlines the technical design of the proposed CorDapp, focusing on its
flow logic, cryptographic mechanisms, and state transitions. The design incorporates robust
cryptographic techniques such as hash functions and digital signatures to ensure secure,
deterministic state transitions validated by all participating nodes in the network.

Corda leverages standard cryptographic functions to guarantee data integrity, authen-
ticity, and security across its distributed ledger. The following cryptographic elements are
crucial for the secure operation of the proposed CorDapp:

*  Hash function (SHA-256): Corda uses the SHA-256 hash function to compute a fixed-
size digest of the transaction payload. This ensures that any modification to the data
can be detected by comparing the resulting hash with the original, providing a reliable
mechanism to verify data integrity.
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Digital signature (ECDSA): Corda employs the Elliptic Curve Digital Signature Algo-
rithm (ECDSA) to ensure authenticity and non-repudiation for transactions. ECDSA
is a widely adopted cryptographic algorithm that uses elliptic curve cryptography
(ECCQ), offering high security with relatively small key sizes.

Verification: Using the public key of the sender, Corda verifies the authenticity of the
transaction by checking the digital signature. This guarantees that the transaction was
indeed authorized by the entity holding the corresponding private key and that the
data have not been tampered with.

These cryptographic mechanisms are fundamental to the design of our CorDapp,

enabling the following:

Deterministic state updates: ensuring consistency across the ledger by guaranteeing
that all state transitions are deterministic, meaning that every participant will reach
the same outcome for a given set of inputs.

Privacy: leveraging confidential identities and encrypted data, Corda ensures that
only the participants involved in a transaction can view its details, while maintaining
privacy and confidentiality.

Security: using cryptographic signatures and hash functions ensures the integrity and
authenticity of transactions, preventing unauthorized modifications and providing
non-repudiation.

The FillMedicalRecords flow is designed to update or create a MedicalRecordsState

for a given patient. It retrieves an existing record if available, updates it with new medical

data, or creates a new record if none exists. After validation through the associated con-
tract, the state is stored in the node’s vault, and the transaction is completed successfully.
The detailed pseudocode for this flow is presented in Algorithm 1.

Algorithm 1 FillMedicalRecords Flow

[ o S S SRR Y
s W N RO

: Input: P (Patient Information), M (Medical Data)

: Output: Updated or newly created MedicalRecordsState
: Retrieve the existing MedicalRecordsState S for patient P
: if S exists then

Update S with M
else

Create a new MedicalRecordsState S with patient P and medical data M
end if

: Validate S via business rules using MedicalRecordsContract
: if validation fails then

Abort the transaction and return failure

. end if
: Store S in the node’s vault
: Return success

Similarly, the RequestPatientRecords and ResponderPatientRecords flows facili-

tate the exchange of medical records between two nodes, ensuring the authenticity and

integrity of the data. The flow includes steps for the requesting node to generate a digital

signature for the request and for the responder node to verify the signature, validate the
request, and then share the MedicalRecordsState. This flow ensures secure sharing of
sensitive medical information. The pseudocode for this flow is provided in Algorithm 2.
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Algorithm 2 RequestPatientRecords and ResponderPatientRecords Flows

9:
10:
11:
12:
13:
14:

15:
16:
17:
18:
19:
20:

® N O U W N e

: Input: R; (Request Details), pkr (Public Key), skr (Private Key)

: Output: Success or failure

: RequestPatientRecords (Requesting Node):

: Retrieve the existing MedicalRecordsState S for patient P based on R,
. if S not exist then Abort the transaction and return failure

else
Compute the hash H(R,;) = Hash(R,) using SHA-256
Generate a digital signature using the private key skgrSignature = Signg (H(Rg))
via ECDSA function
Validate S via business rules using MedicalRecordsContract
Send the tuple (R;, H(R;), Signature) and share S to the responder node
end if
ResponderPatientRecords (Responder Node):
Verify the hash H(R,) signature using the public key pkr with ECDSA
Validate S using the MedicalRecordsContract and the notary node to prevent double-
spending.
if Verification fails then
Reject the request and return failure
end if
Store the S in the responder node
Update the vaults on both nodes
Return success

4.5.1. Workflow Representation and Technical Overview

This subsection illustrates the workflow of the proposed solution through two key

flows: FillMedicalRecords and RequestPatientRecords. Using Corda Designated Lan-

guage (CDL) block diagrams, these workflows are presented step by step, demonstrating

the technical implementation and practical applicability of the proposed CorDapp.

FillMedicalRecords Flow

The FillMedicalRecords flow manages the creation or update of medical records for

a given patient. The process begins when Hospital A initiates the flow for a specific patient,

such as Patient A. The workflow proceeds as follows (see Figure 4):

Retrieve MedicalRecordsState: Hospital A queries its vault to check whether a
MedicalRecordsState already exists for Patient A.
Create or update state:

- If no state exists, a new MedicalRecordsState is created and validated using
the MedicalRecordsContract.
- If a state exists, it is updated with new Patient A’s information.

Validation: the MedicalRecordsContract ensures adherence to predefined rules gov-

erning state transitions.

Transaction finalization:

—  If validation fails, the transaction is reverted.

—  If successful, the MedicalRecordsState is stored in Hospital A’s vault as a new
unspent transaction output (UTXO).

Flow completion: The flow guarantees atomicity, ensuring the transaction is either

entirely successful or entirely reverted.
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FillMedicalRecords

Hospital A

Patient A

Start the
transaction
flow

Retrieve the MedicalRecordsState
from Hospital A's vault for Patient A

(O
—No Records Ye.
State?
Y
Create Update
MedicalRecordsState MedicalRecordsState
for Patient A for Patient A

&

No Ye
transaction?
Revert the Store
transaction MedicalRecordsState

MedicalRecordsContract MedicalRecordsState

Is valid

End the
transaction
flow

Figure 4. Workflow of the FillMedicalRecords Flow.

RequestPatientRecords and ResponderPatientRecords Flows

These flows facilitate the secure sharing of medical records between two nodes, such
as Hospital A and Hospital C. The process is split into two flows: RequestPatientRecords
Flow (Hospital A) and ResponderPatientRecords Flow (Hospital C) (see Figure 5).

* Hospital A:

Initiates the RequestPatientRecords flow to retrieve the MedicalRecordsState
for Patient A from its vault.

Validates the state using the MedicalRecordsContract.

If valid, shares the MedicalRecordsState with Hospital C. If not, the transaction
is reverted.

¢ Hospital C:

Initiates the ResponderPatientRecords flow upon receiving the MedicalRecords
State from Hospital A.

Validates the state using the MedicalRecordsContract and ensures double-
spend protection through the notary service.

If validation succeeds, the MedicalRecordsState is stored in Hospital C’s vault

as a shared fact. Otherwise, the transaction is reverted.
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* Finalization: Both subflows conclude with the successful recording of the shared
MedicalRecordsState in Hospital C’s vault, maintaining data integrity, privacy,

and atomicity.

ds and
Hospital A Hospital C Notary
Patient A End the transaction for
ResponderPatientRecord
flow
Start the transaction for
RequestPatientRecords
flow
Store
Revert th MedicalRecordsState
evert the .
N . the H Ic
Retrieve the MedicalRecordsState transaction VEI:“ az a:ir::d?ac(
C-

Is valid
transaction?

from Hospital A's vault for Patient A|
INv.)

Revert the
transaction

No:
Revert the
transaction

End the transaction for
RequestPatientRecord
flow

MedicalRecordsState|

& of Patient A
Validate via

MedicalRecordsContract

MedicalRecordsState|

MedicalRecordsState, Validate via

of Patient A

of Patient A

MedicalRecordsContract

Validate the transaction to

Start the transaction for ;
t a double-
RespondertPatientRecords e"su'e":p:: fouble

Is valid flow

transaction?,

Share
MedicalRecordsState
of Patient A

Share
MedicalRecordsState [€--------- o)
of Patient A

Figure 5. Workflow of the RequestPatientRecords and ResponderPatientRecords flows.

4.6. Web Server

There are three ways to connect to Corda nodes, which are through their shells with
Secure Socket Shell (SSH), through a Remote Procedure Call (RPC) client, or a web server.
In general, the Corda template on which the proposed CorDapp was based and created
includes a spring web server and is the one that allows one to connect to the node via RPC.

In this way, seven application programming interfaces (API) were developed in Swag-
ger (Swagger is a set of tools for developing APIs), and they are shown in Figure 6, where
it can be seen that three APIs refer to queries (GET) of general information of the nodes
and four APIs refer to the medical history within which the query APIs (GET) and the APIs
of publication and requisition (POST) of medical records are shown.

. ~
General Information

GET /me Node information v
GET /peers  Information of the nodes that make up the network A%
GE /flows  Cordapp flow information v

Medical History ~
GET /medical Consult all the medical records stored in the node Y4
GET /medical/{patientName} Consult a patient's medical record by name v
/fill-medical-records Creates the medical record of a patient in a node v

Requests the sharing of the medical recordofa | ,

t-patient- d 2 :
/request-patient-records given patient

Figure 6. APIs developed in Swagger.
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4.7. Running the CorDapp on the Corda Network

In Figure 7, four terminal windows corresponding to the nodes of Hospital A, Hospital
B, Hospital C, and the notary are shown. These terminals run on a Java Virtual Machine
(JVM), as Corda is built on the JVM, which it uses to execute code and manage the runtime
environment. Additionally, the name assigned to each node in the Corda network is
highlighted within the red box of each terminal.

\Program 2-win -

with URL http:/

g “help’.

(a) Hospital A Node

AProgram 3-ca J0K8.0282-win B Ciprogram

e 4.5 (a51cf07)

URL http

2.0

1

(c) Hospital C Node (d) Notary

Figure 7. Corda nodes executed by the CorDapp developed.

Once each node has started, as seen in Figure 7, by considering the node corre-
sponding to Hospital A, the FillMedicalRecords flow can be executed, which creates
the MedicalRecordsState state with the parameters passed in the call to the flow, as can
be seen in the red box of Figure 8. In case the call to the FillMedicalRecords flow is
successful, that is, the MedicalRecordsState state was created, the ledger reports as a
response the hash of the transaction resulting from the FillMedicalRecords flow, as can
be observed in the green box in Figure 8.

ed up and registered in 14261 sec

ca, patientMother: Ma

Figure 8. Hospital A node running the FillMedicalRecords flow.

To verify that the MedicalRecordsState status is already saved in Hospital A’s node,
we can perform a query on its database with the command in the red box in Figure 8 and
obtain as a result the state MedicalRecordsState already created and represented in the
green box of Figure 9.
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Figure 9. Hospital A node performing a query on its database.

Once Patient A’s medical record, represented by the MedicalRecordsState, is saved
on Hospital A’s node, it is ready for retrieval. Assuming that Hospital C requests the
MedicalRecordsState, the RequestPatientRecords flow is executed on Hospital C’s node,
passing as parameters the requestHospital together with the name of Patient A. This
call can be seen in the red box of Figure 10, resulting in the corresponding hash of said
transaction shown in the green box of the same figure, which indicates the successful
sharing of the MedicalRecordsState state. In other words, both Hospital A and Hospital
C nodes have in their databases the MedicalRecordsState without any immutability
having existed.

Node fo
Running P2PMe:

", patientlame: Pa

Figure 10. Hospital C node running the RequestPatientRecords flow.

To verify that both databases of Hospital A node and Hospital C node contain the same
copy of MedicalRecordsState, a query was made on their database or vault. The result of
this query can be viewed in the green box of Figures 11 and 12 corresponding to Hospital
A and Hospital C’s nodes, respectively.

1N31cxihpsLeg lqeXhbNts6SkRWDaV7xNCr6i

Figure 12. Hospital C node performing a query on its database.

Once each node is composed of a vault, its database schema consists of two main
sets of tables, which are crucial for tracking both state information and metadata about
transactions, nodes, and network operations:

1. Vault tables: The first set of tables, known as vault tables, are responsible for storing
the states within the Corda node. These tables track the state data, such as the
MedicalRecordsState for each patient, and their table names are prefixed with VAULT.
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Each node maintains its own copy of the vault, ensuring that the data are locally
available and can be queried as needed. This design provides both data availability
and privacy, as each node is in control of its own data.

2. Transaction metadata tables: The second set of tables tracks metadata related to
transactions, nodes, the network, and state machines. These tables are pre-configured
with the NODE identifier and include information about transaction history and state
transitions that occur within the network. These tables help in monitoring and
auditing network activity, ensuring transparency and integrity across the system.

In addition to querying the vault tables, another way to verify the accuracy and integrity
of the MedicalRecordsState is by examining the NODE_TRANSACTIONS table within the
vault. This table tracks all completed transactions for the node and provides a detailed
history of the transactions processed by the node. By inspecting this table, we can observe
the full lifecycle of transactions related to state changes.

As shown in Figure 13, the NODE_TRANSACTIONS table for Hospital A’s node records
two specific transactions:

* One transaction for the FillMedicalRecords flow, which registers the
MedicalRecordsState for Patient A (as illustrated in Figure 11).

*  Another transaction for the RequestPatientRecords flow, where Hospital A’s node
shares the MedicalRecordsState of Patient A with Hospital C’s node.

15 # | @ Auo commit 0 "0 | Maxrows:[1000 v | 3 O Auto complete [OF | Auto select [ On ~ | (@

Jdbe 2 e Mocaihast O00mOe Fun| Run Seleres| Au Clear SOl statement

DATABASECHANGELOGLOCK

NODE_ATTACHME
% [T NODE_ATTACHMENTS_CONTRACTS
B [T NODE_ATTAGHMENTS_SIGNERS
% [T NODE_GHECKPOINTS

SELEGT " FROM NODE TRANSAGTIONS,

# £ NODE_INFOS ™D TRANSACTION_VALUE
NODE_INFO_HOSTS TEBTHD81483628517 TBEADBSDE DAAT4DS0TECAS C: OECFF 32| G367 2046710

® [ NODE_INFO_PARTY_CERT
RTY

002010500007 3405

100110726e5a3 41 40000B0CSA2000101£00 160000027 5200000003 002322 0e G5T4 2663617 2048

1FORASSBB01SBAN 380D ACERDAQTB4AFZ8F 1BCO4F B20083E15E 13 12F 48408 | 3617 264610100020 1HDS0000 73426 150705900 1 50=00e0225 36 1975314000030 582000101001 A00000 288000000 300a3223e85 7426 3617 2646

WS, THTRT

Edil

NODE
52} WOLE SCHEDULED. STATES.
® [ NODE_TRANSAGTIONS

Figure 13. Query to the NODE_TRANSACTIONS table in the vault of Hospital A’s node.

In this table, we find the transaction ID (TX_ID) and the serialized and encoded
TransactionState object in the TRANSACTION_VALUE column, which encapsulates the
MedicalRecordsState. The TransactionState objects are serialized using the AMQP
(Advanced Message Queuing Protocol) serialization technique. AMQP serialization pro-
vides efficient binary serialization and deserialization, ensuring that complex objects, such
as the MedicalRecordsState, can be encoded into a compact binary format and then de-
coded when needed, while maintaining compatibility across different platforms and Corda
nodes. This allows us to verify the transaction and the associated state at any point in the
process by decoding the serialized TransactionState.

5. Testing Methodology

This section describes the performance metrics used to evaluate the proposed CorDapp,
which were throughput, response time, latency, error rate, CPU, and memory utilization.

5.1. Throughput

Throughput in Corda refers to the number of transactions that can be processed by the
platform in a given period. The throughput of a Corda network depends on several factors,
including the hardware and software configuration of the nodes, the size and complexity
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of the transactions, and the number of nodes participating in the network. Thus, in Corda,
throughput is calculated in transactions per second (TPS) and is given by
number of transactions

T —
PS total time ’ M

where the total time is calculated from the sending of the first to the last transaction,
including all the intervals between transactions.

Transactions are equivalent to flow calls; typically, one or more transactions are
recorded by one or more nodes that make up the Corda network. In other words, TPS are
defined as the amount of a certain flow completed per second. The following two types of
TPS can be defined:

e Number of TPS in the network as a whole where more than one node is involved (TPS
Network).
*  Number of TPS where a single node is involved (TPS Node).

5.2. Response Time

Response time in Corda refers to the time it takes for a node to process a request and
return a response. Thus, it corresponds to the time elapsed between the start (S) and the
end (€) of a transaction and is given by

r=-8 [s] ()

5.3. Latency

The time required to execute a task that can be consensus or communication is mea-
sured in seconds.

5.4. Error Rate

The error rate is the number of transactions not accepted by the system, which is given
in terms of percentage.

5.5. CPU Utilization

It refers to the amount of CPU usage during a transaction, which may involve queries
in the database of each node, creating or updating states, building the transaction, checking
the rules (smart contracts) that must be followed during the transaction, signing the
transaction, verifying the signatures of the corresponding nodes, sharing the transaction
with other nodes involved in the transaction, and saving the transaction in the databases of
the communicating nodes.

5.6. Memory Usage

Represents the amount of memory used during a transaction based on the number of
flows, the number of RPC call connections, and so on.

5.7. Performance Analysis Tool

The JMeter tool, an open-source testing application that analyzes and measures soft-
ware performance, was used to evaluate the performance metrics of the proposed CorDapp.
JMeter is entirely developed in Java and allows load and stress tests to be carried out,
to which CorDapp was submitted. Thus, JMeter can be used to test the performance and re-
liability of the Corda network. JMeter is designed to simulate many users making requests
to a system and can be used to measure the system’s response time and throughput under
different load conditions.
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5.7.1. Load Tests

This test models the expected use of CorDapp through simulations of simultaneous
access from several users or patients to CorDapp flows. Load tests can evaluate the perfor-
mance and reliability of the Corda network under different load conditions. Further, load
tests in Corda can be used to identify bottlenecks and optimize the network’s performance.

5.7.2. Stress Tests

Once the nodes have a maximum load capacity, they respond slowly and cause errors
when the load exceeds the limit. The purpose of stress tests is to find the maximum load
that the node can support.

5.8. Definition of Performance Tests

Two types of requests were utilized in the load and stress tests conducted during the
CorDapp performance evaluation, presented in Figure 14 and described below.

5.8.1. Simultaneous Requests from Multiple Users

In this situation, several users simultaneously executed the FillMedicalRecords flow,
that is, several patients registered their medical history simultaneously in a given node as
shown in Figure 14a.

5.8.2. Simultaneous Requests Between Nodes

It was performed in the communication among nodes, when one requested informa-
tion from other nodes for a certain period. Thus, the flow RequestPatientRecords was
executed several times, that is, the medical history of a given patient stored in Hospital A’s
node was requested several times by Hospital B’s node as seen in Figure 14b.

(a) Requests from several users simultaneously

Node A Node B

< RegquestFatientRecords 1

< RequestPatientRecords 2 >
< RequestPatientRecords n :>

(b) Simultaneous requests between nodes.

Figure 14. Considered requests.
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6. Performance Results

This section presents the evaluation of the results. Two scenarios were considered for
collecting CorDapp performance metrics: one within a local network and one in the cloud.
These scenarios are briefly described below.

6.1. Local Network

It is known that the performance of a computer is limited by its processing power.
However, running a Corda network locally allowed us to compare and discover some
connections between parameters. The Corda network and CorDapp were tested locally on
a computer with the characteristics described in Table 1.

6.2. Cloud Network (Cluster)

A cluster consists of interconnected servers where the computational power of a
cluster is highly dependent on the number of computers it contains. The cluster used
for benchmarking consisted of three fully connected nodes located on the Google Cloud
Computing platform (Google Cloud Computing refers to the virtual space through which
several tasks that previously required hardware or software can be performed and that
now use the Google cloud as the only way to access, store, and manage data) (GCP) with
the characteristics presented in Table 1.

Table 1. Characteristics of the local and cloud networks.

Local Network GPC Network
OSs Windows 10 Pro 64-bit Ubuntu 20.04.3 LTS
Processor Intel i7-5600U 2.60 GHz Intel E-2288G 3.7 GHz
Core 4 CPUs 4 CPU
Memory 8 GB 8 GB
Type - E2 general purpose

6.3. Throughput

Two throughput scenarios were evaluated: the throughput that a node could achieve
(TPS node) during the execution of the flow FillMedicalRecords and the throughput of
the network as a whole (TPS network) through the RequestPatientRecords flow.

Figure 15 shows the comparison between the local network and the cloud network
(GCP) in terms of throughput for different numbers of users in the execution of the flow
FillMedicalRecords, that is, the TPS node. From this figure, it is evident that the local
network achieved higher throughput. However, this comparison was somewhat unfair
since the local network operated on the same computer, making it a hypothetical scenario.

30

[ Local
[felold

Throughput

100 1000 5000
Number of users

Figure 15. Throughput depending on the number of users for the TPS node.



Technologies 2025, 13, 58 21 of 27

On the other hand, Figure 16 shows the throughput for different numbers of users
in the execution of the flow RequestPatientRecords, the TPS network. Compared with
Figure 15, we observed a reduction in throughput once more than one node participated in
the transaction in the TPS network.

;
[ Local
[ GCP | 4

Throughput

100 1000 5000
Number of user

Figure 16. Throughput depending on the number of users for the TPS network.

Table 2 summarizes the average throughput of the two scenarios, the TPS node and TPS
network, previously evaluated.

Table 2. Average throughput.

TPS Node TPS Network
Local network 26.52 15.39
GCP network 20 11.71

6.4. Latency

Figures 17 and 18 show the latency as a function of the number of users obtained
in the execution of the flows FillMedicalRecords and RequestPatientRecords, respec-
tively, both on the local network and in the cloud (GCP). These figures show that latency
increased as more simultaneous users were added to the network. Additionally, latency
was higher in the RequestPatientRecords scenario (Figure 18), as it involved more than
one participating node.

I L ocal
5 | GCP

Latency (sec)

| lI

L mH

10 100 1000 5000
I Number of users

Figure 17. Latency versus number of users for the FillMedicalRecords flow.
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Figure 18. Latency versus number of users for the RequestPatientRecords flow.

Table 3 summarizes the average latency during the execution of FillMedicalRecords
and RequestPatientRecords.

Table 3. Average latency.

FillMedicalRecords RequestPatientRecords
Local network 2.251 2.905
GCP network 2.498 3.253

6.5. Response Time

Figures 19 and 20 present the response time depending on the number of users for the
FillMedicalRecords and RequestPatientRecords flows, respectively. The response time
samples in both figures are centered around their mean values, with only a few outliers.
This suggests that the response times followed a Gaussian distribution.

| W Local ]
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Response Time (sec)
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Figure 19. Response time versus number of users for the RequestPatientRecords.
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Figure 20. Response time versus number of users for the RequestPatientRecords.

6.6. Error Rate

The error rate was previously defined as the percentage of failed transactions/total
number of transactions. This metric was obtained through stress tests. Table 4
presents the average error rate obtained during the execution of the stress tests for
the FillMedicalRecords and RequestPatientRecords flows. From this table, it can be
concluded that the GCP network had a higher transaction error rate in both flows. Also, it
should be noted that the execution of the RequestPatientRecords flow was the one that
presented a higher error rate compared to the flow FillMedicalRecords.

Table 4. Error rate.

FillMedicalRecords RequestPatientRecords
Local network 5.71% 9.52%
GCP network 5.82% 10.23%

The following tables (Tables 5 and 6) summarize the performance metrics for the
FillMedicalRecords and RequestPatientRecords flows, comparing the results observed
on both the local network and the GCP network. These metrics include transaction through-
put (TPS), latency, and error rates, providing an overview of the system’s performance
under different network conditions.

Table 5. Performance metrics for FillMedicalRecords.

Metric Local Network GCP Network
TPS Node 26.52 20.00
TPS Network 15.39 11.71
Latency (s) 2.251 2.498
Error Rate 5.71% 5.82%
Table 6. Performance metrics for RequestPatientRecords.

Metric Local Network GCP Network
TPS Node 15.39 11.71
TPS Network 11.71 9.52
Latency (s) 2.905 3.253

Error Rate 9.52% 10.23%
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6.7. CPU and Memory Utilization Results

Figures 21 and 22 show the percentage of CPU and memory usage, respectively, based
on the number of users during the joint execution of the flows FillMedicalRecords and
RequestPatientRecords, that is, the use of CPU and memory was evaluated considering
the stages of recording a patient’s medical history in a node and then requesting its delivery
to another node participating in the Corda network.
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Figure 21. Number of users versus percentage of CPU usage.
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Figure 22. Number of users versus percentage of memory usage.

Figures 21 and 22 illustrate the advantages of using the GCP cloud network. In the GCP
scenario, each participating node operates on a separate virtual machine within the cloud,
whereas, in the local network, all nodes run on the same machine. This leads to resource
saturation, resulting in higher CPU and memory consumption on the local network.

7. Conclusions and Future Works
7.1. Conclusions

In this work, we successfully structured, developed, and tested a Corda network and
its corresponding CorDapp as a proof of concept for implementation within the healthcare
ecosystem. Our work demonstrates the unique advantages of Corda’s architecture, particu-
larly in enabling only the nodes involved in a transaction to share, store, and track data
while registering and retrieving a patient’s medical history. This ensures high privacy and
security, which is crucial in medical data management.

Moreover, adopting Corda within the healthcare ecosystem introduces several inter-
esting benefits: it guarantees the immutability of medical data transmission, eliminates the
need for reconciliation processes between multiple nodes, and provides real-time visibility
during data sharing. These features are critical for ensuring that medical information is
handled with the utmost integrity and efficiency.
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Through rigorous evaluation of performance metrics, our research confirms that
Corda DLT technology is viable and highly effective for medical information transactions.
The technology ensures data remain intact, traceable, auditable, confidential, authentic,
and interoperable—essential qualities in healthcare.

Finally, the most tangible outcome of this research is the successful construction of the
CorDapp, explicitly designed for the secure exchange of health data between medical insti-
tutions with patient consent. We validated its functionality in local and cloud environments,
underscoring its practical application and scalability in real-world healthcare settings.

7.2. Future Works

In the future, our work can be extended in different aspects:

1.  Specialized healthcare functionalities: Expanding the CorDapp to add new func-
tionalities to specific healthcare needs. For example, incorporating tracking of patient
medication can significantly enhance the coordination among healthcare providers,
ensuring that treatments are administered accurately.

2. Interoperability through HL7 standards: Integrating Health Level 7 (HL?) standards
into the CorDapp to facilitate interoperability across different healthcare systems.
This would enable the seamless exchange of critical medical information, thereby
improving communication and collaboration between healthcare institutions.

3. Predictive analytics with machine learning: Enhancing the CorDapp’s capabilities to
support predictive analytics by using machine learning algorithms. This approach
would allow for the analysis of network data to identify trends and patterns in patient
care, leading to timely interventions and improved healthcare outcomes.
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